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Abstract

As the basic cryptographic structure for multivariate quadratic quasigroup (MQQ)
scheme, MQQ has been one of the latest tools in designing MQ cryptosystem. There
have been several construction methods for MQQs in the literature, however, the algo-
rithm for judging whether quasigroups of any order are MQQs over Galois fields is still
lacking. To this end, the objective of this paper is to establish a necessary and sufficient
condition for a given quasigroup of order p*? to be an MQQ over GF (p¥). Based on this
condition, we then propose an algorithm to justify whether or not a given quasigroup
in the form of multiplication table of any order p*@is an MQQ over GF (p¥), and generate
the d Boolean functions of the MQQ if the quasigroup is an MQQ. As a result, we can
obtain all the MQQs over GF (p¥) in theory using the proposed algorithm. Two exam-
ples are provided to illustrate the validity of our method.

Keywords: Quasigroup, Multivariate quadratic quasigroup, Vector-valued boolean
functions, Judging method, Generating algorithm

Background

With the development of quantum computer, post-quantum cryptography (PQC)
has gained intensive attention in recent years. Multivariate Public Key Cryptography
(MPKC) is one among a few serious candidates to have risen to prominence as post-
quantum options. In the last two decades, MPKC was developed rapidly, with many
schemes being proposed, attacked and then amended. Based on multivariate quadratic
quasigroups (MQQ), Gligoroski et al. recently proposed a novel type of MPKC-MQQ
schemes (including both the signature scheme and the encryption scheme) (Gligoroski
et al. 2008, 2011). As these schemes only need the basic operations of XOR and AND
between bits during the encryption and decryption processes, they attain the speed of
decryption/signature generation comparable to a typical symmetric block cipher (Had-
edy et al. 2008). The size of the set of MQQs is rather large, which makes MQQ scheme
have a bigger scale of private key and public key than conventional MPKC schemes (Gli-
goroski et al. 2008). Moreover, these schemes offer flexibility in their implementation
from parallelization point of view (Hadedy et al. 2008). In a recent work, MQQ schemes
have been successfully used in wireless sensor network (Maia et al. 2010).

© The Author(s) 2016. This article is distributed under the terms of the Creative Commons Attribution 4.0 International License
(http://creativecommons.org/licenses/by/4.0/), which permits unrestricted use, distribution, and reproduction in any medium,
provided you give appropriate credit to the original author(s) and the source, provide a link to the Creative Commons license, and
indicate if changes were made.


http://creativecommons.org/licenses/by/4.0/
http://crossmark.crossref.org/dialog/?doi=10.1186/s40064-016-3525-2&domain=pdf

Zhang and Zhang SpringerPlus (2016)5:1845 Page 2 of 16

As the basic step for the MQQ scheme, generating MQQ is an important and chal-
lenging task. Gligoroski et al. established a sufficient condition of generating an MQQ
for a given quasigroup (Gligoroski et al. 2008). Based upon this condition, a randomized
generation algorithm for MQQs was also proposed therein. However, this algorithm
is time-consuming and can only generate MQQs of order 2%(d < 5). Subsequently, an
improved algorithm to generate MQQs was proposed by Ahlawat et al. (2009), and the
existence of MQQs from d = 2 to d = 14 was verified. Recently, the sufficient condition
in Gligoroski et al. (2008) was simplified by Chen et al. (2010) and an efficient algorithm
for generating bilinear MQQs (a subclass of MQQs) of any order 2% was proposed. In
addition, new algorithms and theory for generating MQQs are also reported by Samard-
jiska et al. (2010) and Christov (2009), respectively.

Different from the aforementioned work on constructing MQQs, equipped with a new
necessary and sufficient condition for bilinear MQQ, Zhang and Zhang (2013) proposed
an algorithm for judging and generating bilinear MQQ from the multiplication table of a
quasigroup, thus answering the question how to judge whether or not an arbitrary quasi-
group is a bilinear MQQ and providing a feasible way to generate all the bilinear MQQs
in theory. Considering that bilinear MQQs are only a subclass of MQQs and the alge-
braic operation of Zhang and Zhang (2013) is only limited to GF(2), the objective of this
paper is to extend the previous work (Zhang and Zhang 2013) by bringing out a solution
on how to judge and generate MQQ over Galois fields. Specifically, we make the follow-

ing contributions:

(1) We establish a necessary and sufficient condition for a quasigroup of any order p
to be MQQ over GF(p¥), which answers a theoretical question: when is a quasi-
group an MQQ over GF @~

(2) Based on the above condition, we propose an algorithm for justifying whether or
not a given quasigroup of order p is an MQQ over GF (p¥) and generating all its
boolean functions if the quasigroup is an MQQ.

(3) Compared with the previous work (Zhang and Zhang 2013), the strategy proposed
in this paper can identify all the MQQs, including both bilinear MQQs and non-
bilinear ones. Moreover, the algebraic operation in Galois fields provides more flex-
ibility in choosing p, k and d, which is useful for applying MQQ-design to various
platforms and also benefits us to find more MQQs.

The remainder of the paper is organized as follows. Second section recalls the origi-
nal MQQ generation scheme (Gligoroski et al. 2008). Third section proposes a neces-
sary and sufficient condition and an algorithm for justifying and generating MQQs in
GFE (p"). Two examples are provided to show the validity our algorithms in fourth sec-
tion. Finally, we conclude the paper in last section.

Original MQQ generation scheme

Definition 1 [Definition 1 in Chen et al. (2010)] A quasigroup (Q, ) is a set Q with a
binary operation * such that for any a, b € Q, there exist unique x, y:
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xxa=b, axy=h. (D

Lemma 1 [Lemma 1 in Gligoroski et al. (2008)] For every quasigroup (Q, *) of order
24 and for each bijection Q — {0,1,... ,24 — 1), there are a uniquely determined vec-
tor valued Boolean function xvv and d uniquely determined 2d-ary Boolean functions
fifo, ... fasuch that for each a,b,c € Q

axb=c< xV(X1,..., % %X441,---»%24)
= (fl(xl, N Y R1.., N RN ,xzd), . ,fd(xl, R Y L1, N RN ,xzd)). (2)

In general, for a randomly generated quasigroup of order 2%(d > 4), the degrees of
Boolean functions are usually higher than 2. Such quasigroups are not suitable for the
construction of multivariate quadratic public-key cryptosystem.

Definition 2 [Definition 3 in Gligoroski et al. (2008)] A quasigroup (Q, *) of order 29 s
called multivariate quadratic quasigroup (MQQ) of type Quad,_iLiny if exactly d — k of
the polynomials f; are of degree 2 and k of them are of degree 1, where 0 < k < d.

Main results

In this section, we first establish a necessary and sufficient condition for a given quasi-
group of order p* to be an MQQ over GF (pX), and then use this condition to propose
an algorithm for justifying whether or not a quasigroup of order p** is an MQQ over
GF (p*) and generating d Boolean functions of MQQ if it is.

For convenience the following notations are adopted: I,, denotes the identity matrix of
order #; E;; is the shorthand for the elementary matrix of switching all matrix elements
on row i with their counterparts on row j of I,; E; (1) denotes the elementary matrix of
adding all matrix elements on row j (column i) to their counterparts on row i (column j)
of I,.

Necessary and sufficient condition for MQQs over GF (pk9)

Definition 3 [see Golub and Loan (1996)] Given an m x n matrix A = (a;), vec(A) is a
vector defined as

W(A) = (ally e A1y A215 - - 3 A2py - - -5 Ayl - - - ¢amn)T~
Lemma 2 [see Golub and Loan (1996)] Let A € R"**,B € RV*", X € R**, then
vec(AXB) = (A ® BT yvec(X).

Lemma 3 Let A= (aj)mxu B = (by)vxn X = Xj))uxv, where aj;, by, x; € {0,1,...,
pk — 1}, and p be prime number, then

vec(AXB mod pX) = (A® BT mod p~) vec(X) mod pr.
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Table 1 A quasigroup (Q, *) of order p*

* 0 1 2 pkd _ 1
0 0 0 0

0 ay a\” 9y a0,
m m (1) S ©)

! 9 9 a Tpia_;
2 2 2 5

2 ) a! a8 qeh_,

kd _ P IR ) "o

p L qu qu %p ;;u_w

Lemma4 [see Golub and Loan (1996)] Let A, B, C, D be suitably sized matrices. Then

A+BQ®EC+D)=AQC+A®D+BRC+B®D.

Let a quasigroup (Q,*) of order p** be given by the multiplication scheme in
Table 1, where ql-(j) €Q (i,j=0,1,...,p* —1). For given i and Vj #, we have
qi(j) # ql.(//); for given j and Vi # i/, we have qlg) # ql.(,"). One can choose two bijections
k:Q—{0,1,...,p—1}%and:{0,1,...,p — 1}* > {0,1,...,pX — 1}. Collect the ele-
ments of Table 1 into a vector

©) (0 (0) @ @ 1 @r-1) -1 @*-1) g
9o 49 ""’qpkd_l’qo »q1 7""qpkd_1""’q0 1 q1 e lpka_y , 3)

and convert every element of the vector into a kd-ary sequence over GF(p) according
to the bijection k. Then, divide every kd-ary binary sequence into d groups from left to
right, where every group is a k-ary sequence, and represent every group by a unique ele-
ment in {0, 1,...,p* — 1} according to the bijection ¢. In this way, we obtain a p*? x d
matrix [b1,...,b ], where every by(s=1,...,d) is a kad dimensional column vector
over finite field GF (p*).

According to Lemma 1, whether a given quasigroup is an MQQ over GF (p*) mainly
lies in whether there is 2d-ary quadratic Boolean function set {f1,f3,...,fy} satisfying

Table 1. Note that, any fs(x1,...,%4, %441, - . .,%24) can be written in the form
1
X1
=1, 08,8401, %A xa |, (s=1,2,...,d), 4
Xd+1
X2d

where A; is a matrix of order 2d + 1 over finite field GF (p%). By (2) and Table 1, when
(*1,...,%g) and (X441, ...,%y4) are respectively assigned d-ary sequences in the order
of {0,1,...,p" — 1} in which every element is written by d-ary sequence over GF (p¥),
namely, (1,%1,...,%4,%4+1,- .-, %24) in f; are assigned all row vectors of the following
kad X (2d + 1) matrix of the form



Zhang and Zhang SpringerPlus (2016)5:1845 Page 5 of 16

1 0 0 0 0 0 0
1 0 0 0 0 0 pF-1
1 0 0 0 0 pPF—1 o0
1 0 0 0 0 - pF—-1p--1
1 0 0 pr—-1p-1 pF—1 0
: : qo0
1 0 0 pk—lpk—1~ pk—lpk—l q1
. _ Q@
. . . . . . . . . . ’ (5)
1pf—1-.-pf—1 o0 0 -~ 0 0 :
Do : : Ap2td—1
1pf—-1...p5=-1 o0 o -~ 0 pF-1
1pf—1 .. pf=1 o0 0 ---pF—1 0
1pf—1.-pF—1 o0 0 ---pF—-1pF-1
1pr—1 . pf—1pf—1pf—1 ... pf—1 o0
1ph—1 - pF—1pf—1pf—1 ... pF—1pf-1
we know that every qx (kK = 0, 1,...,p2kd—1)f0ranybs(s=1,...,d)needs to satisfy
qAsql
qAqf
T
q2./4sq2 mod pk — b, (6)
qp2kd_ 1 As q;de, 1
By Lemma 3, (6) can be reshaped as
qo ® qo
qq
2@ vec(A;) mod p~ = b 7

qp2ed _1 & qpard _q

Thus, the given quasigroup in Table 1 is an MQQ over GF (pX) iff there is a set of matri-
ces{A,..., Ay} satisfying the following matrix equation
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qo ® qo
q ®q1

© O [Vec(Ar), . .., vec(Ay)] mod pr = [b1,.. ., bal, (8)

qp2kd _1 @ qpakd_q

where [vec(Ay), ..., vec(Ay)]is regarded as an unknown matrix [x1, . .., %]
By now we have proved the following necessary and sufficient condition that a given
quasigroup is an MQQ over GF (pk ).

Theorem 1 Fora given quasigroup (Q, x) of order p*?, convert every element of (Q, x) into a kd-
ary sequence over GE(p) according to the bijection , divide every kd-ary sequence into d groups
from left to right, and represent every k-ary sequence by a unique element in {0, 1, . .., p* — 1}
according to the bijection 1. Then (Q, x) is an MQQ over GF ¥ of type Quady_yLiny if and
only if the matrix equation (8) has solution. Furthermore, fs (s = 1,2,...,d) obtained by (4)
are just d Boolean polynomials of the MQQ, and their degrees are not more than 2.

Proposed algorithm
Based on Theorem 1, now we begin to develop an algorithm for justifying whether or
not a quasigroup of order p* is an MQQ over GF (p¥) and generating d Boolean func-

tions of MQQ if it is.
Write
9o ® qo
q e q
Oka = Q@ q mod pk,

qp2rd _1 & qpard_q

then[Qy 4, b1, . . ., by]is the augmented matrix associated with matrix equation (8).

According to Theorem 1, the existence of the solution to the matrix equation (8)
depends on whether the rank of Oy 4 is equal to the rank of [Qy 4, b1, . . ., by]. Firstly, we
compute the rank of Qy 4. Note that the coefficient matrix Qy 4 is fixed for all the quasi-
groups of order p*?. Write

qo
qo + pP1
P+ @ - Dp1
qo + p2
Q qo +Pp2 +P1
q1
o @ +p2 + @ — Dpi ,
. 9+ (¢ — Dp2
[2kd _

qQ+ P —Dp2+p1

qQ + @ —Dp2+ ¢ — Dps

qQ + @ — Dpoa + @* — Dpaa—1+ -+ @ = Dp2 + @* — Dps )
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then Qi 4 takes the form

qo ® qo
(qo + p1) ® (qo + p1)

(q0 + @* — Dp1) ® (q0 + X — Dp1)
(qo + P2) ® (qo + p2)
(qo + P2 +P1) ® (qo + p2 + p1)

(90 +p2+ (F = Dp1) ® (qo +p2 + (PF — Dp1) mod p*.

(q0 + @* — Dp2) ® (q0 + (X — Dp2)
(q0 + @* — Dp2 +p1) ® (q0 + " — Dp2 + p1)

(q0 + @* = Dp2 + " — Dp1) ® (q0 + ¥ — Dp2 + ¥ — Dp1)

: (10)
(q0+ @ —Dpog + -+ @ —Dp1) ® (g0 + @P* — Dpaa + - + X — Dp1)

After a succession of elementary row operations, namely left multiplication by the
matrix below

1 u+1 p(2d—1)k

Py = H H H Ej | pod-wk 4 -k ped-wk i ped-nk 41 (—1)
u=2d—21=2d—1 i=2

1 utl [pk—1pld-bk

X H H H H E j0d-wk 4 jpod-ik 1 j i1 ped-wk 4 ped-k (—])

u=2d—1 |1=2d \ j=2 i=1

pk—1 p2d=Dk
X H H Ep(2d—u)k+]p(2d—l)k+i’i+p(2d—u)k(_1)
j=1 =1
| ph1 pd-wk
AR ——
u=2d—1 j=2  i=2
1 k1 pl2d—uk
<\ IT | I TI Beposcispoiun=n
u=2d \ j=2 i=1
k1 p2d-uk
X H H Ei—‘y-jp(z’j*”)k,l’(_l) ) (11)
j=1 =1

(10) can be reduced to the form P; - Qg 4, which only has the following nonzero rows

9o ® qo;

WP +Pi®QP+pi®pi;, i=1,...,2d;

Pi®pP +p®pi» 2d>i>j>1;

G —hpi®pi» i=1,...,2dj=2,...,p" -1 (12)

From now we begin to investigate the solutions of the matrix equation (8) by distin-
guishing two cases: p # 2and p = 2.
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We first consider Case 1: p # 2.
By multiplying P; - Ok 4 on the left with the following matrix:

2d—2 v 0
Py = H H H E P | 2d2-v - . 2d—2-v )
V=1 Um0 k4 ik (y43) 1+p"K+-pik4-(v—u)—i+ ,‘gb 2d+1—j),pY*+p"K +(v—u)—i+ ,;, (2d+1—j)
2d—1 0
x H H El+p(2d’1)k+p“k+(2d—1—u)—i,p(zd*“kﬂ-p”k+(2d—1—u)—i)
u=0 j=pQRd-Dk 4 puk _(2d+2)
2d-1 0
X H H Bk 20— u—i i 2d—u—1—i
u=1 j=puk_2
0 pF—1
.2 .
<\ IT | Brapasapu D) < | T Erpgpue g o @ =)
u=2d—1 i=3
Pk +1 2 (13)
X | Eq gk | —5— mod p~ |.
2
Py - Qp 4 can be changed into the matrix ( 0 Qkod p2 >, where Qk,d,p;éZ
(p*d —2d%—3d—1) x (4d%+4d+1)

is of full row rank.
Write

Otps b -+ ;:,d)

Py -Pq- ,bi,...,by] =
o - Pr - [Qi,ar b1 ] < o b - by

then (8) has solution if and only if [b1, . . ., by] = 0,2kd 92 _34_1)xd-
Next, suppose (8) has solution, then the solution matrix can be obtained. Note that

Qk'd[xl, e ,xd] = [bl, N ,bd]

is equivalent to the matrix equation
Q_k,d,p;ﬁZ[xl»---,xa'] = [Eb...,éd]. (14)

Since the rank of Qk,d,p;éz is 2d? 4 3d + 1, there exists an invertible matrix Q; of order
(2d + 1)2, such that

Qk,d,p;éZQl = [12d2+3d+1’ 0(2d2+3d+1)x(2d2+d)} B (15)
where
2d—1 2d+1
Q= H H Ejd+1)+ii-1)@d+1)+j+1(=1)
j=0 i=j+2

2d 2d+1 (i )1

X H H H Eu@d+1)+j—iu@d+1)+j—i-1 | - (16)

u=1j=u+1 i=0

Obviously, (14) is equivalent to the matrix equation

O praQQy x1, - o, 2] = [b1, ..., byl. (17)

Page 8 of 16
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Let Qfl[xl, oo %q] = [y1, . . ., y4], then (17) takes the form
2134115 0d2 4 3d+ 1) x a2+ | D15 - - -5 Yal = (by,...,bg). (18)

According to the theory of linear system, the solution matrices of (18) can be repre-

sented by
b by Ld
k11 ki - kug
1--yal = ka1 ke kg ) (19)
kogz1an Koz yan - Koy

where k,, are randomly selected from GF(p*), u=1,...,2d*+d;v=1,...,d). Fur-
thermore, (14) has the following solution matrices

b by by
k1 kio -+ kg
[x1,...,24] = Q1 - ka1 k22 o k2d ’ (20)
Koz yan kogzyan  Kog2yaa
namely,
by by by
ki1 ki - kg
[Vec(A),..., 7ec(AN = Qi - | ke k2 ka | @1)
k2d2+d,1 k2d2+d,2 k2d2+d,d

Since ky, is sampled from GF(pk), u=1,...,2d*>+d;v=1,...,d), it is obvious that
the number of such solution matrices is pkd'(2d2+d). For an arbitrary solution matrix,
{A1,..., A} can be obtained immediately. Furthermore, by (4) we can obtain d quad-
ratic functions of MQQ.

We summarize the above deduction for Case 1 as the following theorem.

Theorem 2 Suppose p # 2 and

by - by
Py-Py-[by,... bl = 2 ba ),
> - P1- [0y dl (171 bd)

then (8) has solution if and only if[iol, coobal =0 op_34 1)y g Furthermore, its
solution are the matrices of the form

b by ... Ld
k11 ko - kg
[ec(A),.... 7ec(AN] = Qi - | v k2 ks (22)

k2d2+d,1 k2d2+d,2 k2d2+d,d

Page 9 of 16
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where ky, € GF(pk), w=1,...,2d> +d;v=1,...,d), and P1,P,,Q, are defined as
(11),(13) and (16).

Now we begin to consider Case 2: p = 2.

By multiplying P; - Ok 4 on the left by the following matrix:

n-|TIT T -

2d—2—v 2d—2—v
vk 4 puk — ) —1i 2d—7), pvk +-puk —u)—i—1 —j
VT U0 k4 ik — (y43) pR+pR+(v—u)—i+ ;[6 Qd—j),p’*+p* +(v—u)—i—1+ ;[6 (2d—j)

Epad’1>k+p“k+(2d—1—u)—i,p(2d’l)k+p”k+(2d—1—u)—i—1
u=0 j=pQd- 1>’<+puk—(2d+2)

2d—1 0
H E”k+2d u—i,p*k+2d—u—1—i

u=1 j=puk_3
r-1
E1+zpuk(l’ 1 mod p¥ |, (23)

P; - O 4 can be changed into the matrix Qkod p=2 , where Oy 4 =2
. ’ 022 _0g2_ 1) x (4d2+4d+1) “
is of full row rank.

Write

de =2 21 Z)d
P3-P1 - [Qab1,....by] = b= A,
3 P1-[Cra b1 d] ( 0 by by
then (8) has solution if and only if [lvn, cees lvad] = 002kd _o22_g_1yxa-
Suppose (8) has solution, then we show how the solution matrix can be obtained. Since
Oralx1, ..., %51 = [b1,...,byg]is equivalent to the matrix equation

A

Ot ap=alxi, ..., xql = [b1,..., b4 (24)

and the rank of Qk,d,p:Z is 2d% 4+ d + 1, then there exists an invertible matrix Q, of order
(2d + 1)? such that

Okdp=2Q2 = D2y 411, 00a2 1 1)x 2d2+3d) ) (25)

where

2d+1

Q= <H Ei,(i—1)(2d+1)+1(—1)Ei,(i—1)(2d+1)+i(—1)>

i=2
2d—1 2d+1

X H H Ej2d+1)+ii—1)@d+1)+j+1(—1)
j=1 i=j+2

u+1
> )=
2d—1 2d+1 \i=2

X H H H Ey@d+1y+j—iud+1)+j—i-1 |- (26)

u=1 j=u+2 i=0
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Obviously, (24) is equivalent to the matrix equation

Q_k,d,pzzQzQ{l[xb kgl =1by,. .., bgl. 27
Let Q;l[xl, o xg] = [21,...,24), then (27) takes the form

Do 4 a1 00a2 a1y x @a2-+3a) | (21, - - - 2a] = b1, ..., b4 (28)

According to the theory of linear system, the solution matrices of (28) can be repre-

sented by
b by by
/(11 k12 cee kld
(21, ... Z4] = ka1 kyp oo kg .
kog2 1341 Kog2isap * Koarisaa

where k,, is sampled from GF25(u=1,...,2d*> +3d;v=1,...,d). Furthermore, (24)
has the following solution matrices

b by by
ki1 ki -+ kg
[x1,...,24] = Q2 - ka1 ko - ks , (30)
kogz 341 Kogri3a2 0 Koari3da
namely,
by by by
k11 kio - kg
[ec(Ay), ..., 7ec(A)] = Qy- | k1 o2 31)
ko2 1341 Kogei3a2 0 Koarisda

Since k,, is sampled from GF(Zk), u=1,...,2d*>+3d;v=1,...,d), it is obvious that
the number of such solution matrices is 2k¢24*+3d), For an arbitrary solution matrix,
{A1,..., Az} can be got immediately. Furthermore, according to (4) we can obtain d
quadratic functions of MQQ.

We summarize the above deduction for Case 2 as the following theorem.

Theorem 3 Suppose p = 2 and

by - by
P3-P;-[b1,....,bgl = | ~ 2,
3Py - [by dl <b1 bd)

then (8) has solution if and only if[lval, byl = 0p2kd g2y 1yx g Furthermore, its solu-
tion are the matrices of the form

Page 11 of 16
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by by by
ki1 k12 o kg
[vec(Ay), ..., 7ec(A)] = Qy- | K kep e kaa | (32)
k2d2+3d,1 k2d2+3d,2 k2d2+3d,d

where ky, € GF(Z"), w=1,...,2d*>+3d;v=1,...,d), and Py,P3,Qy are defined as
(11),(23) and (26).
To end this section, we summarize our proposed algorithm as follows:

Algorithm 1  Algorithm for checking whether a given quasigroup of order GF (p*%) is an
MQQ over GF (p*)
Write the given quasigroup of order p* in a vector with the form of (3).
2. Convert every element of the vector into a d-ary sequence over GF(pX), then a
kad x d Boolean matrix [b,...,b4] is obtained, where every bs(s =1,...,d) is
p*@ dimensional column vector.
3. If p#2, for given k and d, compute the corresponding P, P2, Q1 according to
(11),(13) and (16). - -
by -+ by
3.1 Coznputelfz -Py-[by,...,b;]l = B b )
32 If[b1,...,bal # Ok _sg_34_1)su then outhlit “no MQQ:
33 Iffby,..., byl = 02td_242_34_1)xq chooserandomly ky, € GF@YN, u=1,...,

b by .. ]_gd
ki1 ki - kg
2d> +d;v=1,...,d), and compute Q - kay kp - kg =
koazyan koartap  Koa2yaa

[vec(Ayr), ..., vec(Ay)l
3.4 Write out {Aj,..., Az} according to [vec(A1), ..., vec(Ay)]
3.5 Compute {fi,...,fz} by (4) and output “ f1, . . ., f7 of MQQ".
4. 1If p = 2, compute P1, P3, Q2 according to (11), (23) and (26).
4.1 ComputePg-Pl ~[b1,...,bd] = él éd )
bl R bd
42 If[b1,..., bl # Opud_sp_g_1yxa then output “no MQQ.
4.3 If[l;b e l;d] = 0(22kd72d27d71)><d’ choose randomly &, € GF(Zk), u=1,...,

b by ... @d

k11 ki -+ kg

2d?> +3d;v=1,...,d), and compute Q, - ka1 kaa T kg
k2d2+3d,1 k2d2+3d,2 T k2d2+3d,d

= [vec(A1), ..., vec(Ay)]
4.4 Write out {Ay, ..., Ay} according to [vec(A1), ..., vec(Ay)]
45 Compute{fi,...,f;} by (4) and output “f, . .., f7 of MQQ"
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Two examples

In this section, we use two examples which are dealing with quasigroups of order 2* and

32 respectively, to illustrate the validity of the theorems and the effectiveness of the pro-

posed algorithm.

Example 1

A quasigroup (Q, %) of order 2* and its corresponding representations based on GF(2?)

are given in Table 2.
Suppose Ps - Py - [by, bl = 7' 22
b1 by
the quasigroup is a MQQ. For a random matrix

Table 2 A quasigroup (Q, ) of order 2* and its representations based on GF (22)

. Since (lvol, 132) = 0945, according to Theorem 3,

* 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
0 0 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15
1 1 0 3 2 5 4 7 6 9 8 11 10 13 12 15 14
2 2 3 0 1 6 7 4 5 10 1 8 9 14 15 12 13
3 3 2 1 0 7 6 5 4 1 10 9 8 15 14 13 12
4 4 5 6 7 0 1 2 3 12 13 14 15 8 9 10 1
5 5 4 7 6 1 0 3 2 13 12 15 14 9 8 1 10
6 6 7 4 5 2 3 0 1 14 15 12 13 10 1 8 9
7 7 6 5 4 3 2 1 0 15 14 13 12 11 10 9 8
8 8 9 10 1 12 13 14 15 0 1 2 3 4 5 6 7
9 9 8 11 10 13 12 15 14 1 0 3 2 5 4 7 6
10 10 1 8 9 14 15 12 13 2 3 0 1 6 7 4 5
1 1 10 9 8 15 14 13 12 3 2 1 0 7 6 5 4
12 12 13 14 15 8 9 10 11 4 5 6 7 0 1 2 3
13 13 12 15 14 9 8 11 10 5 4 7 6 1 0 3 2
14 14 15 12 13 10 1 8 9 6 7 4 5 2 3 0 1
15 15 14 13 12 1 10 9 8 7 6 5 4 3 2 1 0
* 00 01 02 03 10 M 12 13 20 21 22 23 30 31 32 33
00 00 01 02 03 10 1 12 13 20 21 22 23 30 31 32 33
01 01 00 03 02 1 10 13 12 21 20 23 22 31 30 33 32
02 02 03 00 01 12 13 10 1 22 23 20 21 32 33 30 31
03 03 02 01 00 13 12 1 10 23 22 21 20 33 32 31 30
10 10 1 12 13 00 1 02 03 30 31 32 33 20 21 22 23
1 1 10 13 12 01 0 03 02 31 30 33 32 21 20 23 22
12 12 13 10 1 02 03 00 01 32 33 30 31 22 23 20 21
13 13 12 1 10 03 02 01 00 33 32 31 30 23 22 21 20
20 20 21 22 23 30 31 32 33 00 01 02 03 10 11 12 13
21 21 20 23 22 31 30 33 32 01 00 03 02 1 10 13 12
22 22 23 20 21 32 33 30 31 02 03 00 01 12 13 10 1
23 23 22 21 20 33 32 31 30 03 02 01 00 13 12 11 10
30 30 31 32 33 20 21 22 23 10 1 12 13 00 01 02 03
31 31 30 33 32 21 20 23 22 11 10 13 12 01 00 03 02
32 32 33 30 31 22 23 20 21 12 13 10 1 02 03 00 01
33 33 32 31 30 23 22 21 20 13 12 11 10 03 02 01 00

Page 13 of 16
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(kuv)1ax2 = (

1213210212232\"
1331301200112 ) °

the corresponding functions are achieved as follows:

1
X1

i = @, x1,%0,%3,%4) A1 | %2

X3
X4

= (1) X1,%2, X3, x4)

— NN WO
N = == =
NO W WwWwWw
WO =
N =N N =

= x2 + 3x3 + 2x4 + x% + 3x% + 2%1x3 + 2x§ + ZxZ,

1
X1

o= 1, x1,%2,x3%4) A1 | %2

X3
X4

= (1,%1,%2, X3%4)

SO W WO
SO WwWHN
— e
— N W o W
DWW oW

= 3x1 + 2x3 + 34 + x% + x% + 209%4 + 2x_g2, + 2xi.

Example 2

X1
X2
X3
X4

X1
X2
X3
X4

A quasigroup (Q, ) of order 3% and its corresponding representations based on GF(3) are

given in Table 3.

Suppose Py - Py - [b1,b2] =

b1 by

2

the quasigroup is an MQQ. For a random matrix (kyy)10x2 € GF(3)

2011
(kMV)IOXZ = <1 2 2 1

Table 3 A quasigroup (Q, ) of order 32 and its representations based on GF(3)

22
01

1
2

21
1

. Since (l;l, Lz) = 06,2, according to Theorem 2,

* 0 1 2 3 4 5 6 7 8
0 0 1 2 3 4 5 6 7 8
1 1 2 0 4 5 3 7 8 6
2 2 0 1 5 3 4 8 6 7
3 3 4 5 6 7 8 0 1 2
4 4 5 3 7 8 6 1 2 0
5 5 3 4 8 6 7 2 0 1
6 6 7 8 0 1 2 3 4 5
7 7 8 6 1 2 0 4 5 3
8 8 6 7 2 0 1 5 3 4
* 00 01 02 10 11 12 20 21 22
00 00 01 02 10 11 12 20 21 22
01 01 02 00 1 12 10 21 22 20
02 02 00 01 12 10 1 22 20 21
10 10 11 12 20 21 22 00 01 02
1 1 12 10 21 22 20 01 02 00
12 12 10 11 22 20 21 02 00 01
20 20 21 22 00 01 02 10 11 12
21 21 22 20 01 02 00 11 12 10
22 22 20 21 02 00 01 12 10 1

Page 14 of 16
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the corresponding functions are achieved as follows:

1 02002 1
x1 20210 x1
i = @, x0,x3,x4) A1 | %2 | = (L,x1,%2,%3,24)| 01011 X2
X3 12202 X3
X4, 10210 X4,
= X1 +9C3,
1 02222 1
x1 10101 x1
fo=Q,x1,x0,%x3,24) A1 | %2 | = (L, x1,%0,%3,x%4) | 22022 X2
X3 10101 X3
X4 22120 X4
= X2 + X4.
Conclusion

In this paper, a necessary and sufficient condition, which reveals that a given quasigroup
(Q, %) of order p* is an MQQ over GF (p¥) of type Quad,;_Liny if and only if the matrix
equation (8) has solution, has been established. This condition provides a deep insight
into the relationship between MQQ and the corresponding multiplication table from
the point of view of quasigroup theory. Based on this condition, an algorithm has been
developed to justify whether the given quasigroup is an MQQ over GF (p¥) and gener-
ate the polynomials if it is. Compared with the previous work (Zhang and Zhang 2013),
this algorithm can identify both bilinear MQQs and non-bilinear ones, and the algebraic
operation in Galois fields provides more flexibility in choosing p, k and d, which is ben-
eficial for applying MQQ-design to various platforms. The validity of the theorems and
the effectiveness of the proposed algorithm have been verified by two examples.
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